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The rapid growth of semantic web technologies has led to their widespread adoption in e-government 
applications, addressing challenges related to administrative heterogeneity. However, integrating 
semantic web techniques into these applications introduces security vulnerabilities, particularly in 
access control mechanisms. This research proposes a secure access control solution for semantic web-
based e-government systems. The proposed approach enhances the Flat Role-Based Access Control (Flat 
RBAC) model by incorporating ontology-driven methodologies and semantic reasoning. Domain-specific 
ontologies were developed to model the information of participating government entities, while a 
centralized ontology was designed to precisely define user roles and permissions. By leveraging semantic 
web technologies such as RDF (Resource Description Framework), OWL (Ontology Web Language), and 
SPARQL (SPARQL Protocol and RDF Query Language), the system enforces access policies dynamically 
and with semantic flexibility. The solution utilizes Apache Jena Fuseki as a triple store to facilitate 
interoperability among government agencies while ensuring that unauthorized access is prevented 
through semantic-based authentication. Additionally, a reasoning engine is employed to infer implicit 
facts from existing data, enhancing query responses and logical inference capabilities. The system was 
qualitatively assessed based on standard e-government criteria, confirming its support for flexible policy 
updates, secure access control, and semantic interoperability. In conclusion, this study provides a robust 
access control framework for e-government environments, demonstrating significant improvements 
in data interoperability and security management. These findings pave the way for future research on 
optimizing system performance and extending the approach to advanced access control models such as 
Hierarchical RBAC and Constrained RBAC.
Keywords:E-Government, Semantic Web, E-Government Security, Semantic Web Security, Access Control.

أدى النمــو الســريع لتقنيــات الويــب الدلالــي إلــى اعتمادهــا علــى نطــاق واســع فــي تطبيقــات الحكومــة الإلكترونيــة، مــا ســاعد فــي معالجــة 
التحديــات الناتجــة عــن اخــتلاف بيئــات العمــل الإداريــة وتعقيداتهــا. ومــع ذلــك، فــإن دمــج أســاليب الويــب الدلالــي فــي هــذه التطبيقــات يــؤدي إلــى 
ظهــور ثغــرات فــي أمــن المعلومــات، لا سيمــا فــي مجــال ضبــط الوصــول وإدارة الصلاحيــات. يهــدف هــذا البحــث إلــى اقتــراح حــل آمــن لضبــط 

الوصــول فــي أنظمــة الحكومــة الإلكترونيــة المبنيــة علــى الويــب الدلالــي، مــع التركيــز علــى تحقيــق التــوازن بيــن الأمــان والكفــاءة التشــغيلية.
يســتند الحــل المقتــرح إلــى تعزيــز نمــوذج التحكــم بالوصــول القائــم علــى الأدوار )Flat RBAC( مــن خلال إدمــاج منهجيــات مدعومــة 
بالأنطولوجيــا والاســتدلال الدلالــي. جــرى تصميــم أنطولوجيــات متخصصــة لتمثيــل معلومــات الجهــات المشــاركة فــي الحكومــة الإلكترونيــة 
 RDF وضبــط الوصــول إليهــا باســتخدام أنطولوجيــا شــاملة لتحديــد أدوار المســتخدمين وصلاحياتهــم بدقــة، ودمــج تقنيــات الويــب الدلالــي مثــل
Apache Jena Fuseki لتنفيــذ السياســات علــى نحــو ديناميكــي ومــرن. جــرى الاعتمــاد علــى مخــزن الثلاثيــات SPARQLو OWLو

لتحقيــق التشــغيل البينــي بيــن الجهــات الحكوميــة المختلفــة مــع ضمــان منــع الوصــول غيــر المصــرح بــه عبــر تقنيــات مصادقــة مبنيــة علــى 
الأنطولوجيــا. كمــا جــرى تفعيــل محــرك اســتدلال لاســتنتاج حقائــق إضافيــة مــا يعــزز الاســتجابة للاســتعلامات واســتخلاص المنطــق. أُُجــري 
تقييــم نوعــي للنظــام بنــاءًً علــى معاييــر متعــارف عليهــا فــي الحكومــة الإلكترونيــة، وأظهــرت النتائــج أن النظــام يدعــم تحديــث السياســات بمرونــة، 
ويعــزز الأمــان، ويحقــق قابليــة التشــغيل البينــي وقابليــة التوســع. يفتــح هــذا البحــث آفاقــاًً لأبحــاث مســتقبلية تهــدف إلــى تحســين الأداء، وتعزيــز 
قــدرات الاســتدلال، وتوسيــع النمــوذج ليشــمل التحكــم المتقــدم بالوصــول مثــل Hierarchical RBAC وConstrained RBAC فــي بيئــات 

واســعة النطــاق.
الكلمات المفتاحية: الحكومة الإلكترونية، الويب الدلالي، أمان الحكومة الإلكترونية، أمان الويب الدلالي، ضبط الوصول.

 ABSTRACT

الملخص 

INTRODUCTION
In recent years, the digital transformation of gov-
ernment services has emerged as a critical global 
priority. Nevertheless, e-government remains an 
active and evolving research field, as many coun-

tries have only implemented partial solutions and 
continue to face unresolved technical and organi-
zational challenges. As stated in [1], “the develop-
ment of a shared e-government knowledge base is 

https://orcid.org/0009-0007-0040-4223
https://orcid.org/0000-0003-0761-6476


Research Article: Jouhara & Aljnidi

SJSI - 2025: Volume 3-2

2

one of the key challenges of many e-government 
strategies”. This challenge arises from the heteroge-
neity of government entities, which hinders seam-
less interoperability and secure data exchange.
To overcome such challenges, Semantic Web tech-
nologies - such as RDF, OWL, and SPARQL -have been 
increasingly adopted to construct unified, stan-
dards-based knowledge frameworks. These tech-
nologies support semantic interoperability across 
distributed systems and offer promising tools for in-
tegrating government services. However, as noted in 
[2], “much research in the Semantic Web and Linked 
Data domain has focused on enabling the sharing of 
open datasets” often overlooking essential securi-
ty and access control requirements that are critical 
in sensitive domains such as public administration.
This research focuses on a critical aspect of secure 
e-government: access control. Although ensuring
robust security in public administration is impera-
tive, the integration of semantic web methods into 
these systems frequently exposes vulnerabilities—
particularly within access control mechanisms. In 
response, we propose an innovative solution that 
reinforces the conventional Role-Based Access Con-
trol (RBAC) model. Our approach integrates ontolo-
gy-driven methodologies to dynamically implement 
access policies, ensuring that only authorized users 
gain access to sensitive information. The central hy-
pothesis of this study is that embedding semantic 
web technologies into access control frameworks 
not only improves data interoperability but also sig-
nificantly enhances security by preventing unautho-
rized access and ensuring proper user authentication.
To validate this hypothesis, we designed and im-
plemented a prototype using Apache Jena Fuseki 
alongside semantic web technologies such as RDF, 
OWL, and SPARQL. The prototype was evaluated 
in an e-government context, demonstrating that 
dynamic semantic reasoning and flexible policy 
updates can effectively meet the complex securi-
ty requirements of distributed public services. The 
results indicate that our approach supports scal-
able, interoperable, and secure e-government sys-
tems, paving the way for broader adoption of se-
mantic web technologies in public administration.
This paper contributes to bridging the gap be-
tween theoretical research and practical applica-
tion in the fields of information security, semantic 
web, and public administration. By integrating se-
mantic reasoning with enhanced access control, 
our work presents a practical framework that ad-
dresses the key challenges of data interoperabil-
ity and security within e-government systems.
A review of the literature reveals extensive research 
on both Semantic Web applications and e-govern-

ment systems. Previous studies have tackled issues 
such as data heterogeneity, interoperability challeng-
es, and security vulnerabilities. Multiple methodol-
ogies have been proposed for integrating semantic 
technologies into public administration, with partic-
ular attention to the dynamic enforcement of access 
control policies and the use of ontologies for modeling 
complex governmental data. Building on these find-
ings, our work presents a comprehensive solution that 
unifies semantic data sharing with enhanced access 
control, thereby addressing both integration and se-
curity requirements in e-government environments.
Semantic Web-Based E-Government
Semantic Web technologies have become a cor-
nerstone for achieving interoperability and 
data integration in e-government systems. 
Study [3] mapped a range of case studies; for exam-
ple, [4] developed a domain ontology for Nepal’s citi-
zenship certificates, improving issuance accuracy and 
efficiency, and [5] introduced semantically reusable 
Web Components that measurably enhance response 
time and interoperability—while also noting that 
practical deployment details remain underexplored.
Concrete prototypes further illustrate these insights: 
[6] harmonized civil, health, and education sche-
mas into a unified OWL ontology, enhancing con-
sistency and query precision; and [7] implemented 
an OWL-based integration platform in Kuwait, en-
abling real-time semantic queries across ministries.
At the national level, [8] showcases Finland’s Se-
mantic Web infrastructure: a cross-domain ontology 
“layer cake” and a series of Linked Open Data portals 
built on SPARQL endpoints. For over two decades, 
this infrastructure has supported hundreds of ap-
plications, proving that scalable, government-wide 
semantic integration is both feasible and impactful. 
Study [9] surveyed RDF, OWL, and SPARQL appli-
cations across public-sector services, categorizing 
technical and socio-economic challenges—particu-
larly around security and real-world deployment— 
and concluded that the semantic web lacks the 
maturity of a production-grade artifact, calling for 
increased focus from both academia and industry.
Together, these studies trace the evolution from 
targeted domain ontologies to large-scale na-
tional frameworks, paving the way for our on-
tology-based RBAC solution that combines se-
mantic data sharing with dynamic access control.
Semantic Web-Based Access Control
Since the inception of semantic web technologies, 
many studies have investigated their application in 
access control to address security vulnerabilities in 
distributed systems. Researchers have explored var-
ious models, including DAC (Discretionary Access 
Control), MAC (Mandatory Access Control), RBAC, 



Research Article: Jouhara & Aljnidi

SJSI - 2025: Volume 3-2

3

and ABAC (Attribute-based Access Control). These 
studies have often yielded the following findings:
• For MAC and DAC, studies such as [10] have focused
on defining vocabularies that support multiple ac-
cess control models using DAML+OIL (Darpa Agent 
Markup Language + Ontology Inference Layer) on-
tologies. Similarly, [11] proposed an attribute-based 
model to overcome heterogeneity in distributed 
environments, supporting MAC, DAC, and RBAC.
• In the domain of RBAC, recent works have ad-
vanced semantic role modeling and multi-domain 
integration. [12] proposes an intelligent RBAC 
framework that defines “semantic business roles” 
via OWL ontologies and enables policy evaluation 
across organizational boundaries. Additionally, [13] 
introduced a semantic security platform that im-
plements an enhanced RBAC model (merging RBAC 
and ABAC) using ontology modeling techniques. 
[14] presents a feature-oriented survey of ontology- 
and rule-based access control systems with a focus 
on conflict resolution and dynamic decision mak-
ing. [15] demonstrates an ontology-based data ac-
cess case study in which semantic queries enforce 
role assignments and permissions within a distrib-
uted environment, validating practical applicability.
• Regarding ABAC, studies have focused on attri-
bute-driven policy enforcement and fine-grained 
control. [16] introduces a semantic ABAC model 
based on ontology-defined attributes and con-
text rules for adaptive access decisions. [17] ex-
tends semantic ABAC to e-Health, designing an 
ontology that maps user, resource, and contex-
tual attributes to enable secure, fine-grained 
medical data access, and [18] presents a general 
ontology for access control that performs effec-
tively in large-scale, heterogeneous environments.
Collectively, these studies demonstrate that seman-
tic web technologies can effectively support various 
access control models. However, challenges remain 
when applying these technologies in environments 
with sensitive data, such as e-government systems

MATERIALS AND METHODS
In this section, we propose a solution for infor-
mation sharing in an e-government environment, 
as well as an access control mechanism within 
that environment. Our approach builds on foun-
dational ontology-design methodologies from 
recent research studies [19, 20, 21], adheres to 
widely accepted semantic web standards, in-
cluding RDF, RDFS (Resource Description Frame-
work Schema), OWL, and SPARQL, and employs 
Protégé platform and GraphDB’s visual graph fea-
ture for ontology development and visualization.
Semantic data is stored, queried, and man-

aged in an Apache Jena Fuseki triple store, 
while the Semiodesk Trinity framework pro-
vides seamless .NET integration with Fuseki.
The web application layer is implemented using ASP.
NET MVC 5 and ASP.NET Core within Visual Studio 2022.
This foundation enables the implementation 
of a scalable, interoperable, and secure e-gov-
ernment system that integrates semantic rea-
soning and dynamic access control policies.
Proposed Solution for E-Government Information 
Sharing
In this study, we assume the existence of four gov-
ernment entities, each developing its own appli-
cation while enabling information and knowledge 
sharing among themselves. These entitiesare:
*Ministry of Health 		  *Ministry of Labor
*Ministry of Higher Education	 *Civil Registry
To facilitate interoperability, a simplified yet ex-
pandable ontology was designed for each entity.
•Ministry of Health Ontology: This ontology con-
sists of the following classes: mc-Patient, mc-Hos-
pital, mc-Injury, and mc-InjuryDetails. See Figure 1.
•Ministry of Labor Ontology: This ontology in-
cludes the classes: mc-Beneficiary, mc-Em-
ploymentRequest, and mc-FamilySupport.
•Ministry of Higher Education Ontology: This
ontology is composed of the classes: mc-Stu-
dentProfile, mc-Course, and mc-Exam.
•Civil Registry Ontology: It contains a single core
class: mc-PersonProfile, which stores the per-
sonal information of citizens. And an auxilia-
ry class mc-Citizen is introduced as a contain-
er to link the other ontologies. See Figure2.
The ontology model ensures that each government 
entity maintains its own structured data while re-
maining interoperable through shared concepts.
Information Sharing Among E-Government Ontolo-
gies
The proposed solution establishes semantic rela-
tionships between different government entities by 
defining mc-Patient (Ministry of Health), mc-Ben-
eficiary (Ministry of Labor), and mc-StudentPro-
file (Ministry of Higher Education) as subclasses of 
mc-PersonProfile class (Civil Registry). See Figure 3.
By applying inheritance principles, any instance 
created in the sub-classes automatically inherits its 
personal data from the corresponding mc-Person-
Profile instance in the Civil Registry. This ensures 
that all citizens—whether they are students, bene-
ficiaries, or patients—are first recognized as individ-
uals within the national Civil Registry system before 
being associated with specific government sectors.
This ontology-driven approach enhances data con-
sistency, reduces redundancy, and enables seam-
less information retrieval across multiple govern-
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ment institutions, forming the foundation for a 
unified and interoperable e-government system.
To demonstrate information sharing among e-gov-
ernment ontologies, several SPARQL query exam-
ples are provided in the supplementary materials.
Proposed Solution for Access Control
The RBAC (Role-Based Access Control) model was 
selected as the foundation of the proposed solu-
tion due to the structured role-based nature of 
e-government institutions. Since government en-
vironments typically have well-defined actor roles, 
RBAC provides a policy-neutral, manageable, and 
scalable approach to access control. As stated in 
study [22]: “Role-Based Access Control models ap-
pear to be the most attractive solution for provid-
ing security features in multidomain e-government 

infrastructure. RBAC features such as policy neu-
trality, principle of least privilege, and ease of man-
agement make them especially suitable candidates 
for ensuring safety in e-government environment”.
RBAC is commonly classified into four levels, ranging 
from the simplest to the most advanced: Flat RBAC, 
Hierarchical RBAC, Constrained RBAC, Symmetric 
RBAC. Each level builds upon the previous one. Since 
the goal of this research is to develop a simple yet 
expandable solution, the proposed approach im-
plements Flat RBAC, while ensuring that future ex-
tensions to Hierarchical and Constrained RBAC are 
feasible. Following ontology design principles, we 
begin by modeling a core RBAC ontology, depicted 
in Figure 4, that conforms to the Flat RBAC standard

Figure 1 .Ministry of Health Proposed Ontology

Figure 2. Civil Registry Proposed Ontology
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Figure 3. E-Gov Proposed Ontologies

Figure 4. Conceptual RBAC Ontology Based on the Flat RBAC Model
This conceptual design captures the essential com-
ponents of role-based access control (User, Role, 
Permission) and serves as a foundation for a more 
practical implementation. By decoupling permis-
sions into explicit (Action-Resource) pairs, this ontol-
ogy enforces clear semantics for each access right.
However, while theoretically sound, the core 
model is not optimally structured for direct use 

in real-world applications due to its abstract han-
dling of permission granularity and lack of support 
for multi-application contexts. To address these 
limitations and enable the application of RBAC in 
real deployment environments, we extend and re-
structure the initial model into a more implemen-
tation-oriented ontology, as shown in Figure 5.

Figure 5. Application-Oriented RBAC Ontology for E-Government Access Control
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itself, incorporating authentication and authorization 
mechanisms.
Authentication and Authorization Process
1-	 User Login (Authentication):

•	 The system verifies user credentials by
searching for a matching username and 
password in the stored user data.

•	 Upon successful authentication, the system
retrieves the roles assigned to the user and 
the permissions linked to those roles.

2-	 Authorization Mechanism:

•	 Once authenticated, the system
determines whether the user is 
authorized to access a specific method.

•	 For example, when a user requests
the home page (Index) within the 
HomeController of the Access Control 
Application, the system evaluates 
whether the method’s signature 
(AppRbac_Home_Index) exists within 
the user’s assigned permissions.

•	 If a match is found, the user is granted
access, and the requested page is 
displayed.

This authorization mechanism is enforced 
throughout the application. Each time a user 
navigates between interfaces or performs an action, 
the system validates their authorization to invoke 
the corresponding method, ensuring role-based 
access control. The following Figure 6 illustrates 
one of the user interfaces of the application. 
Integration with E-Government Applications via 
AppMgr.Api
A dedicated API service (AppMgr.Api) was developed 
to facilitate communication between the Access 
Control System and e-government applications. This 
service is invoked by e-government applications 
whenever a user attempts to log in.

1.	 When an e-government application sends a
login request, it includes the username and 
password of the user.

2.	 The authentication process follows the same
mechanism described earlier:

•	 The system verifies the credentials.
•	 If authentication is successful, the

user’s roles and permissions are 
retrieved.

3.	 The API response includes:
•	 The user’s assigned roles and

permissions.

This model replaces the triplet of Permission, Ac-
tion, and Resource with a single Method class, 
which represents functions or procedures within 
the system that users interact with. It also adds two 
more classes: Credential (for user authentication), 
and Application (for managing access within multi-
ple systems). This ontology enables administrators 
to assign methods (i.e., grouped action-resource 
operations) to roles per application, and to authen-
ticate users via credentials before role activation.
The proposed model successfully meets the funda-
mental requirements of the Flat RBAC standard:
1.  Users acquire permissions (Methods in our case)
through roles.
2.  Both user-role assignments and permission-role
assignments (Method-Role assignments in our 
case) follow a many-to-many relationship.
3.  The system supports user-role review.
4.  Users can exercise permissions associated with
multiple roles simultaneously.
These compliance criteria were verified 
through SPARQL queries, which are provided 
in the supplementary materials for reference. 

RESULTS
The research resulted in the development of the 
following applications:
1.	 Access Control Application:

•	 This application enables administrators
to define users, roles, and permissions, 
effectively implementing the Role-Based 
Access Control (RBAC) model.

•	 Additionally, it provides an API service
that allows e-government applications to 
request user access verification and make 
allow/deny decisions accordingly.

2.	 E-Government Applications:
•	 These applications utilize the access control

system for managing secure access while 
supporting interoperable data exchange 
among government entities.

Implementation of the Access Control Management 
Web Application
A web-based application was developed to serve as 
the administrative interface for the Access Control 
System. This application was built using ASP.NET 
MVC5, leveraging the Semiodesk Trinity platform 
for data layer integration. It provides system 
administrators with full control over Applications, 
Users, Roles and Permissions (Methods). 
Additionally, the system is designed to manage 
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•	 The URL to which the user
should be redirected upon 
successful login.

4.	 Unlike the Access Control Management Web
Application, authorization is not handled by 
the API itself. Instead, each e-government 
application processes authorization 

internally, relying on the permissions received 
from the API.

This modular approach ensures flexibility, 
allowing each e-government system to enforce 
role-based access control (RBAC) policies 
based on its specific operational requirements. 
E-Government Applications and Information
Sharing Between them

Figure 6. Roles Management in Access Control Application

Figure 7.(Add Patient) Interface in the Ministry of Health Application

The e-government applications were developed 
using ASP.NET Core, in combination with Semiodesk 
Trinity and the Apache Jena Fuseki triple store. 
These applications were integrated with the Access 
Control Service, which manages both authentication 
and authorization processes.
1.  Example: Patient Registration in the Ministry of
Health Application

•   As shown in Figure 7, when registering a new
patient in the Ministry of Health application, the 
system first performs a query using the citizen’s 
national ID in the Civil Registry application.
•  The registry retrieves and returns personal
information, and the Ministry of Health user adds the 
patient’s medical details.
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2. Similarly, new beneficiary registrations in
the Ministry of Labor application and student 
registrations in the Ministry of Higher Education 
application rely on retrieving personal details from 
the Civil Registry. This demonstrates the seamless 
interoperability and efficient data sharing enabled 
by the semantic integration model.
3. Example: Sharing Medical Records Between
Applications
•   Figure 8 illustrates the family support interface
in the Ministry of Labor application, where the 
amount of support is calculated based on the injury 

percentage of each beneficiary.
•   The injury percentages data originates from
the Ministry of Health ontology, further validating 
the effectiveness of semantic information 
sharing across government applications. 
Reasoning Activation in E-Government Applications
To enhance data inference capabilities, a rea-
soning engine was activated within the Fuse-
ki triple store using the OWLMicroFBRuleRe-
asoner. Example of Automated Inference: 
1- The reasoning engine allows the sys-
tem to derive new knowledge that was 

Figure 8. (Family Support) Interface in the Ministry of Labor Application
not explicitly stored in the triple store. 
2- Consider the following inverse relation-
ships between the Exam and Course classes: 

- Exam → has_exam → Course
- Course → exam_has_course → Exam

3- If the triple (course1 has_exam exam1)
is added, the reasoning engine automat-
ically infers the inverse relationship: 

- (exam1 exam_has_course course1)
4- This inference is dynamically add-
ed to the e-government dataset, ensur-
ing data consistency and completeness. 
5- The effectiveness of this semantic reasoning
mechanism was successfully tested in the student 
exam details interface, along with several other 
logical inferences within the applications.

DISCUSSION
Our work advances both semantic information 
sharing and access control in ways that address the 
limitations noted in prior studies. Unlike study [7], 
which proposed ontologies without implementa-
tion, we developed a working prototype that demon-
strates real-time data exchange across government 

domains. In contrast to study [1], which lacked a 
mechanism to identify the appropriate authority for a 
given service, our model integrates an ontology-driv-
en RBAC system to securely handle such decisions.
From an access control perspective, the study vali-
dates that Semantic Web technologies can effective-
ly implement a Role-Based Access Control (RBAC) 
model through ontology-driven mechanisms. While 
most access control research remains theoretical or 
limited to less-sensitive domains such as Online So-
cial Networks or cloud platforms [18], our solution is 
applied in an e-government context, managing sensi-
tive data through a fully implemented, policy-aware 
system. While this work focused on the Flat RBAC 
model, its semantic foundation facilitates natural 
extensions to Hierarchical and Constrained RBAC.
Evaluation Criteria and System Assessment
To further assess the quality and applicabil-
ity of the proposed system, we evaluated it 
against commonly accepted criteria in seman-
tic e-government research, as outlined below:
This qualitative evaluation demonstrates that 
the proposed solution is not only conceptual-
ly sound but also practical, modular, and aligned 
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13.  Hosseinzadeh S, Virtanen S, Díaz-Rodríguez N, Lilius J. A semantic security 
framework and context-aware role-based access control ontology for smart 
spaces. InProceedings of the International Workshop on Semantic Big Data 
2016 Jun 26 (pp. 1-6). 
14.  Gicquel PY, Bouché-Pillon J, Zaraté P, Aussenac-Gilles N, Chevalier Y. Ontol-
ogies and rules for access control: a feature oriented survey. In1st Workshop 
on Collaboration in knowledge discovery and decision making: Applications to 
sustainable agriculture (DECISIONING 2022) 2022 Jun 30 (pp. 1-12).
15.  Can Ö, Ünalır M. Ontology Based Access Control: A Case Study through 
Ontology Based Data Access. Dokuz Eylül Üniversitesi Mühendislik Fakültesi 
Fen ve Mühendislik Dergisi. 2023;25(74):417-32.
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sis).2020.
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protection of data in e-Health. 2022
18.  Imran-Daud M, Sánchez D, Viejo A. Ontology-based access control man-
agement: Two use cases. InInternational Conference on Agents and Artificial 
Intelligence 2016 Feb 24 (Vol. 2, pp. 244-249). SciTePress.
19.  Noy N, McGuinness D. Ontology development 101: a guide to creating 
your first ontology. Stanford (CA): Knowledge Systems Laboratory, Stanford 
University; 2001. 32.
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with real-world public-sector requirements.

CONCLUSIONS AND RECOMMENDATIONS
This research introduced a semantic web-based 
framework for secure information sharing and ac-
cess control in e-government environments. The 
study confirmed that by leveraging ontologies 
and reasoning engines, government systems can 
achieve improved interoperability, reduced redun-
dancy, and scalable architecture—while also sup-
porting dynamic, fine-grained access control mech-
anisms. The integration of ontology modeling with 
access control policies strengthens both security 
and flexibility in distributed digital services. Based 

on these findings, the following recommendations 
are proposed:
• Expand e-government ontologies by integrating ad-
ditional domain-specific concepts and linking to exist-
ing public ontologies on the web to enhance service 
coverage.
• Extend the access control ontology to support Hier-
archical RBAC and Constrained RBAC, leveraging OWL 
constructs to model complex permission structures.
•   Deploy the developed applications on the public
web, hosted by trusted national IT infrastructures, to 
enable citizen-facing services while maintaining data 
protection and system integrity.

 Table 1 - Qualitative Assessment of the Proposed System Based on Semantic E-Government Evaluation Criteria

Criterion Assessment in Proposed Solution

Interoperability
The solution enables seamless integration of data from diverse government domains through a 
shared Civil Registry ontology. This eliminates the need for direct APIs between systems and 
supports federated SPARQL queries.

Scalability The ontology design uses subclassing (e.g., mc-PersonProfile) to allow future extensions with 
minimal changes. New entities can be introduced without structural redesign.

Logical 
Consistency

The use of inherited properties ensures that all individuals (students, patients, etc.) remain 
logically tied to their base identity, reducing data duplication and inconsistency.

Semantic 
Reasoning

The ontology structure enables automated inference (e.g., if a citizen is a beneficiary, the system 
infers they are also a person), improving query completeness and accuracy.

Access Control 
The RBAC ontology enforces user-role-method relationships through a fully implemented access 
control service, validated via SPARQL queries. The model supports user-role reviews and many-
to-many role-method mappings.

Reusability The modular ontology structure and application-oriented design allow the solution to be adapted 
across different technical environments (semantic or conventional).
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ogy representation: A review. InProceedings of the 1st International Confer-
ence on Digital Technology in Education 2017 Aug 6 (pp. 54-58).
22.  Milić P, Kuk K, Civelek T, Popović B, Kartunov S. The importance of secure 
access to e-government services. Communications. 2016;26(16):1873-893.
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